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https://www.snf.ch/media/en/4i9AE5YEIf7
tqhGz/DMP_content_mySNF-form_en.pdf



Common Privacy and Ethical Issues

• Confusion between research data and personal data; and between personal data and sensitive 

data (in the sense of data protection legislation).

• Personal data issued from the research and participants management are often not distinguished. 

• Data controllers and data processors are not clearly identified (maybe it is in further 

documentation). 

• Anonymization methods and retention periods are not specified. 

• Inconsistent descriptions of how personal data will be handled throughout the project. 

• Restricted access to data is often proposed without explaining whether it results from a risk 

assessment or from a default decision.
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Common Privacy and Ethical Issues
Recommendations

• Clearly describe what personal (and sensitive, if any) data are collected, processed, stored, shared, 

and deleted, distinguishing between research data and participant management data.

• Identify data controllers and data processors. 

• Specify anonymization techniques and retention periods. 

• Ensure consistency between data reuse conditions, sharing practices, and licensing terms.

• Justify any access restrictions based on identified risks and demonstrate that data are shared “as 

openly as possible, as restrictively as necessary.” The DMP should explain how potential harms 

were evaluated, what mitigation measures were considered, and why a more open level of access 

was deemed inappropriate.

• Good to store personal data on Swiss institutional servers (all 4 DMPs already do that though).
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Few data protection definitions:

According to Art. 5 para. c. of the Federal Act on Data Protection, sensitive personal data is:

1. data relating to religious, philosophical, political or trade union-related views or activities,

2. data relating to health, the private sphere or affiliation to a race or ethnicity,

3. genetic data,

4. biometric data that uniquely identifies a natural person,

5. data relating to administrative and criminal proceedings or sanctions, or

6. data relating to social assistance measures.
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According to Art. 5 para. j. of the Federal Act on Data Protection, the data controller is a private 

(physical or legal) person who or federal body which, alone or jointly with others, determines the 

purpose and the means of processing personal data.

According to Art. 5 para. k. of the Federal Act on Data Protection, the data processor is a private 

(physical or legal) person or federal body that processes personal data on behalf of the controller.



Common Copyright Issues
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• Uncertainty about copyright ownership of materials created or provided by participants. 

• Restrictions on data reuse may conflict with SNSF's open licensing requirements. 

• The Creative Commons license (if any) to be applied is often not specified. 

• Inconsistencies between stated reuse conditions and selected licenses. 

Recommendations
• Clearly copyright ownership and usage rights.

• Justify any restrictions on data sharing and reuse.

• Specify the license that will apply to shared data and outputs. 

• Inform participants about the implications of the chosen license.



✓ Informed consent
✓ Modular consent with 

opt out option

o Access to non-
identifying data is 
restricted and subject 
to participant consent, 
although data that do 
not contain identifying 
information do not 
require consent for 
sharing.

o Anonymisation or 
pseudonymisation?

o File names contain 
participants' personal 
data

Sample 1 Informed consent and opt out option

Modular consent

Files name contains participants' personal data

Restrictive access to anonymised data
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✓ Harm minimisation
✓ Special measures 

when sharing audio 
recordings

✓ Anonymisation 
techniques

✓ Not all data under the 
same license (that 
allows better sharing 
adaptations)

✓ MIT license for the 
code

o It is unclear which 
data are covered by 
which license; this 
should be specified 
more clearly.

Special measures for audio recordings

Harm minimisation

Not all data under the same license

8

Anonymisation techniques

Sample 1
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o Which licenses apply? 
What are the licensing 
terms for "licensed 
users" and "for 
everyone"? It is 
unclear which data 
are covered by which 
license; this should be 
specified more clearly.

o Is the reuse restriction 
for non-commercial 
purposes only 
compliant with the 
funder's 
requirements?

Appropriate selection and use of licenses
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Important: Granting permission to the general 
public ("everyone") also requires a license (except for material 
that is not protected by copyright).

Sample 2
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✓ Prioritise the 
collection of public 
domain and open 
data, and clearly 
indicate their legal 
status.

✓ Minimise the 
collection of personal 
data and anonymise 
them as soon as 
possible.

o It is unclear how 
participants' personal 
data are managed: are 
contact details 
collected, and if so, 
how are they 
anonymised?

No personal data collected: does this also apply to participant data?

Free to use and public domain data
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Sample 2
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✓ Harm minimisation and 
Ethics Committee 
approval

✓ Parents approval for 
underaged participants

o Avoid personal data in 
the files name

o It is not clear which 
personal data is 
stored

Files name
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Ethics and harm minimisation

Parents approval for underaged participants

Sample 3
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✓ Data anonymisation in 
aggregated form

o It is unclear which 
data will be shared for 
which purposes and 
there seems to be 
inconsistency in data 
sharing.

Inconsistency in data use purposes

What is meant by "registered"?

Anonymisation technique

12

Sample 3
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✓ Authorisation from 
Ethics Committee to 
share personal data 
abroad

✓ Good coordination 
between research 
teams supports data 
protection, security, 
and participant safety.
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o The Federal Act on 
Research Involving 
Human Beings does not 
apply in this case, as 
Art. 2 states that it 
applies on "research 
concerning human 
diseases and 
concerning the 
structure and function 
of the human body"

Sample 4
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Lack of clear licensing terms
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Personal data access and retention

✓ It is good to strongly 
restrict access to 
datasets containing 
personal data and to 
share anonymised 
datasets

o It is unclear 
whichCreative
Commonslicense(s) 
will apply towhich
dataset(s); 
theapplicable
licensingterms should 
be clearlyidentified
and justified

o Retention, deletion, 
and anonymisation 
periods for personal 
data are not clearly 
defined

Sample 4
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